
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Security 
Breach 
Notice 
Report 

An overview of the security breach notices received by SCDCA from 
2021 through 2025 as well as a detailed analysis of the security 
breach notices received in 2025. 2026 
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INTRODUCTION 
  

To aid in combating identity theft, South Carolina passed the Financial Identity Fraud and 

Identity Theft Protection Act (“FIFITPA”) in 2008. Among other things, FIFITPA imposes 

security breach notification requirements on private business and public bodies. If a 

business sends notice of a security breach to 1,000 or more South Carolina residents at one 

time, the business must also notify the Department and the national credit reporting 

agencies. When a business is required to notify the Department of a breach, the notice 

should include all of the following: 

1. Date of the breach; 

2. Date business became aware of the breach; 

3. Date notice was/will be sent to affected consumers; 

4. Method of consumer notification (i.e., direct mail, electronic mail, etc.) 

5. Number of affected South Carolina consumers; 

6. Content of the consumer notice (i.e., copy of the letter sent to consumers); and 

7. Action taken to avoid future breaches. 

Breach notifications should be sent to the Department's Legal Division, P.O. Box 5757, 

Columbia, SC 29250 or emailed to scdca@scconsumer.gov. 

For more information on the applicable laws in South Carolina, refer to the Identity Theft 

& The Law: A Guide for Business and Government. 

If you are a consumer who has been affected by a security breach and would like more 

information on how to keep your personal information safe, please see our ID Theft page 

for additional resources.  

 

This report includes data received from businesses and government agencies that 

experienced a breach affecting South Carolina residents from 2021 through 2025. To 

view breach notices received by the Department, see our Security Breach Notices page.  

mailto:scdca@scconsumer.gov
https://consumer.sc.gov/sites/consumer/files/Documents/FIFITPA2026.pdf
https://consumer.sc.gov/sites/consumer/files/Documents/FIFITPA2026.pdf
https://consumer.sc.gov/identity-theft-unit/id-theft
https://consumer.sc.gov/identity-theft-unit/security-breach-notices
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Number of Security Breach Notices Received by Industry 

2021 – 2025 

 

 

 

From 2021 to 2025, 554 businesses reported breaches to the South Carolina Department 

of Consumer Affairs (SCDCA). SCDCA received 110 notices in 2021. In 2022, 86 

notices were reported. In 2023, 138 notices were received. In 2024, 121 notices were 

received. In 2025, SCDCA received 99 notifications.   

 

 

 

 

 

 

 

 

2021 2022 2023 2024 2025

Education 5 4 6 3 17

Financial 41 24 62 32 25

Government 2 2 3 2 3

Health 20 19 31 25 25

Hospitality 4 5 6 4

Retail 12 11 12 8 7

Other 26 26 19 45 18
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Number of South Carolina Residents Affected by Security Breaches by Industry 

2021 – 2025 

 

 

 

 

In 2025, breaches reported to SCDCA affected 2,985,506 South Carolina consumers. 

Please be aware as you read the information provided that many companies and 

organizations were unable to report a specific number of consumers affected, even after a 

thorough investigation had been completed. In these instances, the number of consumers 

affected was recorded as “0.” Therefore, the totals provided reflect the minimum number 

of South Carolina residents potentially affected and the actual number is likely 

significantly higher.  

 

 

 

 

 

 

2021 2022 2023 2024 2025

Education 8,244 27,384 10,917 20,315 709,072

Financial 128,910 315,516 1,538,014 1,934,233 819,951

Government 2,241 1,347 91,487 20,363 27,073

Health 498,000 369,796 772,060 3,043,586 571,140

Hospitality 7,811 778,891 41,732 141,441

Retail 122,248 67,819 36,111 1,176,027 26,831

Other 774,506 194,577 144,779 474,568 689,998
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Total Number of Notices and Affected Residents per Industry 

2021 – 2025 

 

 

 

  
 

From 2021 through 2025, financial service providers reported one hundred eighty-four 

security breaches affecting just over 4.73 million residents. The healthcare industry 

reported one hundred twenty security breaches that affected just over 5.25 million 

residents. The retail industry reported fifty security breaches that affected more than 1.42 

million residents. The hospitality industry reported nineteen breaches, which affected 

969,875 residents. Education providers reported thirty-five security breaches affecting 

775,932 residents. Governmental entities reported twelve security breaches affecting 

142,511 South Carolina residents. Other industries falling outside these six main sectors 

filed one hundred thirty-four notices affecting just over 2.27 million consumers.  
 
 
 
 
 
 
 

Education Financial Government Health Hospitality Other Retail

Consumer Affected 775,932 4,736,624 142,511 5,254,582 969,875 2,278,428 1,429,036

# Type of Breach 35 184 12 120 19 134 50
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Types of Breaches 

2021 – 2025 

 

 

 

From 2021 to 2025, the most prevalent types of breaches have been unauthorized access 

(270), followed by hacking (148) and ransomware attacks (88). 

 

 

2021 2022 2023 2024 2025

Hacking - malicious attacks on computer
networks

14 12 58 31 31

Mailing - distribution of a letter in the mail
or an email to an incorrect address that

includes personal data
1 2 1 1

Phishing Attack 5 2 3 3 2

Ransomware Attack 25 15 17 23 8

Technical error - unforeseen complication
in an IT system exposing data to outside

parties
4 2 1 1

Theft - data in the form of documents,
electronically stored data, etc. that is stolen

3 8 1

Unauthorized access - employee or outside
party improperly attained access to system

59 52 52 52 55

Unauthorized disclosure - e.g. distributing
personal data on peer-to-peer networks

2 1 1

Other 3 2 1
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In Depth Look at the  

 Types of Breaches in 2025 

  

 

 

 

In 2025, SCDCA received fifty-five reports of security breaches due to unauthorized 

access, representing 55% of the total breaches reported for the year. Thirty-one security 

breach notices (31% of total) were due to hacking. 
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Types of Data Breached 

 2021 – 2025 

 

 

  

 

From 2021 to 2025, SCDCA received 554 reports of security breaches. Of those, 540 

(97%) reported breaches involved the exposure of protected personal data; 245 (44.2%) 

involved financial data; 198 (35.7%) indicated compromised protected health data; 85 

(15.3%) implicated credential data; and 16 (2.9%) involved other types of potentially 

sensitive information. SCDCA’s methodology recognizes that multiple types of data can 

be breached within one security breach. 

 

 

 

 

 

 

 

 

2021 2022 2023 2024 2025

Credential Data (personal email,
account username/password)

7 16 30 20 12

Financial Data (credit/debit card
numbers, income, financial

transactions, bank statements, etc.)
44 41 56 62 42

Personal Data (SSN/Tax ID, full name,
address, driver's license no.)

107 86 137 115 95

Protected Health Data (diagnoses,
treatment info, test results, etc.)

22 35 58 42 41

Other 4 1 2 4 5

 Not Provided 0 0 0 1 2

Breaches Per Year 110 86 138 121 99
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Remediation Steps Taken by Reporting Organizations 

2021 – 2025 

 

 

 

 

SCDCA’s methodology tracks multiple remediation steps taken by an organization in 

response to a security breach. For the 554 breaches reported 2021–2025, 84.8% offered 

free credit monitoring services to affected consumers; 83% provided consumer education 

on identity theft and fraud; 81.6% established a dedicated call center for affected 

consumers.   

 
 
 
 

  

2021 2022 2023 2024 2025

Change business network passwords 22 16 13 16 12

Credit monitoring services offered to affected
consumers

66 78 129 105 92

Established call center for consumers 35 83 137 115 82

Fix data vulnerability issue(s) 47 9 13 30 14

Full assessment of security measures 59 32 53 66 49

Implement additional security safeguards 78 65 62 66 57

Implement Policies & Procedures 20 26 34 26 17

Provide consumer education on identity theft
and fraud

54 81 134 113 78

Require users to change passwords 20 13 9 14 10

Other 16 29 25 25 7
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For those South Carolina residents who may have been affected by a security breach or would 

like more information about protecting their personal information, visit consumer.sc.gov and 

click the “Identity Theft Unit” button or call us toll-free at 1-800-922-1594.  

 

For details on what action to take in resolving specific identity theft problems, consumers can 

contact SCDCA’s Identity Theft Unit at the number above or fill out an Identity Theft Intake 

Form online.  


