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P.O. Box 6336
Portland, OR 97228-6336 DEPT. OF CONSUMER
AFFAIRS

<<Muil [D>>

<<Name 1>>

<<Name 2>>

<<Address 1>>

<<Address 2>>

<<Address 3>>

<<Adldress 4>>

<<Adddress 5>>
<Cily>><<State>><<Zip>>
<<LCountry>»

<<Dale>>

Dear <<Name 1>>,

On behrlf of the [* Franklin Financial Corporation Master Welfave Benefit Plan (the “Plan”), Y asn writing to notify you of a recent
incident that imay have involved some of your porsonal information.

On or about Novemnber 17, 2022, we sustained a security incident, causing disruption to our information technology network.
Wo immediately investigated and aggrcssivcli/ responded to this event, Passwords were changed, and the unauthovized access
was blocked. Outside technical experts were also engaged to further investigate and evaluate the nature and scope of the incident.

Prcliminary findings from ihe investigation indicate that during the incident an unanthorized third party may have accessed
and/or exfiltraled some data for the Plan from our IT environment, It response, we conducted a review of the data (which involved
a combinalion of automated and cyes-on examination of the impacted fifes) to identify individuals whose personal information
may have been invalved. Through this review, we determined thal some of your personat information may have been impacted,
potentially including your first and {ast names, social security number, Plan Group Number, Plan Member Number, claim status,
date(s) of service, prescription information, pharmacy provider aame, amount billed and other information sybmitted to process
claims for benefits under the Plan, The exact dala elemenis that were impacted by the event varied by individual. We o not have any
evidence that anyone has nctually misused your information but are notilying you ont of an abundance of caution,

We recommencd you take precautions, and to give you peace ol mind, we are olfering you <<CM Length>> months of Jyee
credit monitoring and St wilfion i identity thefi insurance through Experian. You must activate (he Bxperian product
by the activation date for it (¢ he cifective. The activation Instructions are included with this nolifiention. We also
reconunend that you veview the statements reeeived from your healthcare providers and the Plan, If you see chuges (or
services not recerved, please reporl those immedintely. We also have enclosed some additional steps that you can take o

proteet yourselt, as you deens approprinte.

For move information about this incident, please cail 855-961-1571 between 9AM and 9PM Bastern, Monday - Friday (excluding
major U.S. holidays). We take information privacy and security jssnes very seriously and arc continuing lo take steps to enhance
our security measures to help reduce the risk of something like this happening in the future. We are fully committed fo protecting
youwr personal information and sincerely apologize for any concern this incidenl may have coused.

Sincorely,
President & CEO

L Pranklin Financial Corporation
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Saies You CAN TAKE
Below is fuformation on steps you can take to protect yourself, if you feel necessary,

>  ACTIVATE Your FREE Experian IdentityWorks Product NOW In Three Easy Steps. To help protect your identity,
we are offering you a complimentary <<CM Length>> month mesnbership o Bxperian’s IdentityWorks product, This product
helps detect possible future misuse of your personal information and provides you with superior identity protection supporl
focused on immediale identification and veselution of identity theft, identityWorks Alert is completely fieo to you awd enrolling
in this program will not hurt your credit score.

1. ENSURE You Euroll By: <<Burollment Dendline>> (Your code will pot work after this date,)
2. VISIT the Experian Identity¥Works websife to enroll: hifps://wwivexperianidworks.con

3. PROVIDE Your Activation Code: I

If you have queslions about the JdentityWorks or need an alternative to cavoiling online, please eall 877-288-8057 and provide
ongagement number m;\ credit card is not required for emrollment, Once your IdentityWorks
membership is aclivated, you will receive the following featlures:

+  Experian Credit Report at Signup; Sce what informalion is associated with your credit file. Daily credit reports
are available for onfine members enly,!

»  Credit Monitoring: Actively monitors Bxperian file for indicators of fraud.

+ Identity Restoration: Restoration Agents arc immediately available to help address credit/non-credit related fiaud.

+  $1 Million Xdentity Theft Insurnnce:? Provides coverage for cerlain cosis and unanthorized electronio fund transfers.

You must activate your membership by the Eurollment Date (noted above) by emvolling at

H y or calling 877-288-B057 to reglster your activation code above in order for this
service (o be activated. Once your enrollment in IdentityWorks is complete, carefully review your eredit report for inacenvate
or suspicious items. If you have any questions about Identity Works, nced help understanding something on your credit report, or
suspect that an item on your eredit report may be fraudulent, please contact Bxperian's customer team at 877-288-8057.

h t leos

» REMAIN VIGILANT: REVIEW YOUR ACCOUNT STATEMENTS & REPORT FRAUD. CHANGE
PASSWORDS AND SECURITY VERIFICATION QUESTIONS & ANSWERS. Caefully review lKour credit reports,
debil/credit card, insurence 'llaolicy, bank account and olher account stalements, Activate alerts on your bank accounis to notify
you of suspicious activity, changing passwords/sccurity verifications as needed — particularly if the same password is used over
multiple online accounts. If your medical information was invelved, it is also advisable to review the billing statemenis you
receive from your healthcare providers. Rchrl suspicious or frandulent charges to your insurance statements, rmvidcr billing
statements, credit report, credit card or bank accounts lo your insurance company, bank/crelit card vendor, healthcare provider
and Iaw enforcement, inciuding FTC and/or your Stale Altorney General.

»  ORDER YOUR FREE ANNUAL CREDIT REPORTS. Visit wwi.annunalcreditreport.com or call 877-322-8228 to
obtain one fiee copy of your credit report annually. Periodicafly roviow a copy of your credil report for discrepancies and identify
any accounts you did not apen or inquiries you did not authorize,

» FREEZE YOUR CREDIT FILE, You have a right to place a ‘securily freeze’ on your credit report, which will prohiibit
a consumer reporting agency from reteasing information in your credit report without your express authorization, The security
freeze is designed to prevent credii, loans, and services from being approved in your name without your consent. Hoiwever,
u should be aware that using a security freeze to take control over who gets access to the personal aud financial information
in your eredit reporl may delay, interfere with, or prohibit the timely approval of any subsequent request or application you
muke regarding a new loan, credit, moignge, or any other account invelving the extension of credit. Note that a security frecze
enerally does not apply (o existing account rolationships and when a colay of your report is requested by your existing creditor or
its agents or affiliates for certain lypes of account roview, collection, fraud conlrol or similar activities. There Is na charge to place
or lift 8 security freeze. To place a secwnily freeze on your eredit report, contact cach of the 3 major consumer teporting agencies -

Bquifnx Experian TransUnion

T.0. Box 105788 P.0. Box 9554 P.0. Box 2000
Allanta, GA 30348 Allen, TX 75013 Chestor, PA 19022
1-800-525-6285 1-888-397-3742 1-800-680-728%
www.equifax.com www.experlan.com www.iransunion.com

! Offlinc members will be eligible to call for additional reporls quarterly after enrolling.

2°Phie Kdentily Theft Insurance is wndorsvriton and admiinistesed by American Bankers Insurance Company of Flotida, an Assurant company.
Please refor to the actual policies for terms, conditions, nnd exclusions of coverage. Coverage may not be rvailable in all jurisdictions,
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To request a freeze, you will need to provide the following:

Your full namie (including middle initial as well as Jr., St:, I1, 111, etc.), Social Security Nunber, and Date of birth; and
If you have moved in the past five (5) years, the addresses where you have lived over the prior five years;

Proof of cuvrent address such as a ciwrent ulility bill or telephone bill;
A legible photocapy of a govesnment issuel identification card (state driver's license or 1D card, military identification, etc.)

1f you are a victim of identity theft, include & copy of ¢ither the police repoit, investigative repott, or complaint o a law
enforcomon agency concerning identily thefl.

- & » @ =

If you request a secwity freeze via toll-fice telephone or other secure electronic means, the credit repotting agencies have
[ business day after receiving the request to piace the freeze. In the case of a request made by mail, the bureaus have 3 business
days sfler receiving your request to place a security freeze on your credit repoit, The credil bureaus must also send written
confirmation to you within ?Lusincss days and provide yau with a unique personal identification number (PIN) or password, or
both that can be used by you to authorize the removal or lifting of the security freeze. To lift the security freeze to allow a speocific
enlity or individual access 10 your credit report, yon must call or send a written request la the credit reporting agencies by mail
and include proper identification (name, address, and social security nutuber) and the PIN number or password provided (o you
when you placed the security fieeze as well as the identitics of those entities or individuals you would like to receive your credit
report or the specific period of time you want the credit report available. The orcdit reporting agencies have 3 business days after
receiving a request to lift the security freeze for those identified entities ox for the specified period oftime, To remove the security
ficeze, you must send & written request lo each of the three credit bureaus by mail and include proper identification (nae,
address, and sociai security number) and the PIN number or password provided to you when you placed the security freeze. The
credfit bureaus have 3 business days afier receiving the request to remove the frecze.

» PLACE FRAUD ALERTS ON YOUR CREDIT FILE. As an alternative to a secwity freeze, you have the right to
place an initial or oxtended fiaud alert on your credit file al no cosl, An initial fraud alert is a 1-yeav alext that is placed on a
consumer's credit file. Upon sceing a fraud alert display on a consumoi’s credit file, a business is required to tako steps to verify
the consumer’s identity before extending new credit. If you are a victim of identity theft, you arc entitled lo an extended frand
alert, which is an alert Jasting 7 years, Contac! the credil reporting agencies listed above to activate an alert.

»  OBTAIN INFORMATION ABOUT PREVENTING IDENTITY THEFT FROM FTC, You can finther educate yourself
regurding identity theft, finud alets, security freczes, and the steps you can iake lo protect yourself, by contacting the consumer
repoiting agencies or the Federal Trade Conmmission. Go to hip:/vavw.oxperian.converedit-adviceltopic-frand-and-identity-theft.html.
TFederal Trade Commission also provides information at www.fic.gov/idtheft, FTC hotline is 877438-433£TTY: 1-B66-653-4261 or write

to FTC, 600 Pennsylvania Ave., NW, Washington, D.C. 20580,

»  TILE YOUR TAXES QUICKLY AND SUBMIT IRS FORM 14039, If you believe you ave at risk for taxpayer refund fraud,
the IRS suggests you file your income taxes quickly. Additionally, if you ave an actual or potential victim of identity theft, the JRS
suggesls you give them notice by submitting IRS Form 14039 (Identity ‘Theft Affidavit). This form will allow the IRS to flag your
taxpayer account to alert them of any suspicious activity. Form 14039 may be found at hitps:/www.irs. gov/pub/irs-pd 14039, pd€.

» FAIR CREDIT REPORTING ACT: You also have rights under Ihe federal Fair Credit Reporting Act, which promotes
the accuracy, fairness, and privacy of information in the files of consuiner repatting agencies, The FTC has published a list of the
primavy rights created by the FCRA (hitps:/Avww.consumer. fe.gov/articles/pdf-0096-fair-credit-reporting-nct.pf), and that article
refers individuals seeking more information to visit www.Rc.gov/credit, The FTC's list includes the following RCRA rights: (1) To
receive a copy of your oredit report, wirloh must contain all the information in your filo ai the time of your request; (2) To receive
a fiee copy of your credil report, at your request, once every 12 months from each of the natiomwide credit reporting companies —
Equifax, Bxperian, and TransUnion; (3) To receive a free credit report if a company takes adveise action against you (e.g. denying
your application for credit, insurance, or employment), and you ask for your report within 60 days of receiving notice of the action,
The notice will give you the name, addsess, and phone number of the credit reporling campany, You are also entitled to one fiee
report & year if you're nnemployed and plan to look for a job within 60 days; if you are on wolface; or if your report is inaccurate
because of fiaud, including identity theft; (4) To ask for a credit score; (5) To dispule incomplele or inaccurale information; (6) To
obfain corrections to your report or delete innceurate, incomplete, or unverifiable information; (7) Consumer reporting agencies may
not yeport outdated negative information; (8) To xestrict access to you file and to require consent from you for reports to be provided
to an employer; (9) To limit "prescreened” offers of credit and insurance you receive bascd on information in your credit report; and
(10) To seek damages from violators. Nole - Identity theft victims and active duty military porsonnel have additional vights,

» OBTAIN INFORMATION ABOUT PREVENTING IDENTITY THEFL PROM YOUR STATE ATTORNEY
GENERAL.

«  Maryland: Yon may contact and oblain information from your state atiorney general ai; Maryland Attorney Generals Office,
200°St, Paul Place, Baitimore, MD 21202, 1-410-528-8662; www.oag.statesndus Consumer Holline 1-410-528-8662, or
constmer@oag.state.md.us.

«  Comnecticut: Yot may conlact and oblain it hi'::ta!iorfu:t?mn:;-.rlaleallame general af! Connecticul Attarney General’s
Office, 165 Capito! Ave, Hartford, CT 06106, 1-860-308-5318, www.cl.goviag

»  District of Columbia: Yor may contact and obtain mformation from your atiorncy geneval al: Office of the Attorney General for
the Distvict of Colunibia, 400 6th Street, NI, Washington, DC 20001, 1-202-727-3400, datebreach@de.gov, wwivoag.de.gov.
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Massachusetis: Under Massachuselis fov yout have the right to file and obidin a copy of a police report. You also have the vight to
requiest a seenrily freeze, as described above, Yor may contact and obiwin informafion from your state aftorney general at: Qffice of
the Massaclussells Aliorney General, One Ashbinton Place, Boston, MA 02108, 1-617-727-8400, mmmuas:r.goiqgo/éomac!-us. liend
New York: You may contact and obiain information fiom these state ageucies: New York Department of State Division of
Consumer Protection, One Commeree Plaza, 99 Washington Ave,, Albany, NY 12231-0001, 518-474-8583 / 1-800-697-1220,
hitp:ffwnedos.ny.goviconsnerprotection; and New York State Office of the Atiorney General, The Capitol, Albany, NY
12224-0341, 1- 05-(;71-7755, hitps:Hug.ny.gov

North Carolina: You may contact and obtain information fiom your state aftorney general at: Novth Carolina Attarney
General s Office, Consumer Protection Division, 9001 Mautl Service Center; Raleigh, NC 27699, 1-919-716-600
1-877-566-7226, www.nedof . gov

Rhaode Istand: Under Rhode Istand Iy, you have the vight 1o fie and obtain a copy of a police report. You also have the
right to request « security fiveze, as described above, Yon may coniact and obiain informeation fron) yoir staie aitorney
general at: Rhode Iland Attorney General’s ffice, 150 South Main Street, Providence, R 02903, 1-401-274-4400),
wivmefug. ri.gov. (Approximately <<RI Conni>> Rhode Ietand residenty were bapacted by this incident.)
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Return Mail Processing Center

PO, Box 6336

Portland, OR 97228-6336

<<Mail ID>>

<<Name [>>

<<Npmg 2>>

<<Address [>>

<<Address 2>>

<<Addrcss 3>>

<<Address 4>>

<<Addyess 55>
<<City>><<Stale>><<Zip>>
<<Country=>>

<<Date>>

Dear <<Name 1>>,

On behalf of 1# Franklin Financial Corporation (“IFFC"), Lamn writing {o nolify you of a recent incident that inay have invelved
some of your personal information.

On or about November 17, 2022, we sustained a securily incident, causing disruption to onr information technology network, We
immediately investigated and aggrcssivelr responded 1o this event. Pagswords were changed, and the unauthorized access was
blocked. Outside technical experts were ulso engaged (o furtlher invesligate and evaluate the nalure and scope of the incident,

Preliminary findings from the investigation indicale that during the incident an unaunihorized thivd pavty may have sccessed
and/or exfiltrated some duta from 1FFC’s IT environment. In response, we conducied a review of the data (which involved a
combination of automated and cyes-on oxamination of the impacied filos} 1o identify individuals whose personal information
may have been involved, Through this review, we determined that some of your personal information may have been impacled,
potentially including your flust and last names, social securily number, address, wages earned and other information in W-2
forims for you. The exact data elements that were iinpacted by the event vatied by individual. We do net have any cvidence that
anyoue has actually misused your information but are notifying yon out of an abundance of caution.

We reconunend you take precautions, wnd to give you peace of mind, we are ofiering you <<CM Length>> months ol {jpg
credit monitoring and $1 mitlion in identity theft insarance through EBxperian, You nust netivate the Experlan produef by
the activation date for it (o be eflective. The activation Insteuclions are included with this notitiention. We alse have
enclosed some additional steps thet you can take to proteet yourself, as you deem approprinte,

For more information aboul this incident, please call 855-361-1571 belween SAM and 9PM Bastein, Monday - Friday (excluding
magjor U.S. holidays). We take information privacy and seeurily issues very seriously and arc continuing to take sleps 1o enhance
our sceurity measures to help reduce the visk of something like this happening in the future. We arc fully committed to protecting

your personal information and sincersly apologize for any concern this incident may have caused.

Sincerely,
President & CRO

1" Byanklin Rinancial Corporation
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Sueps Yoy CAN TaKe:
Below is information on steps you can tnke to protect yourself, {f you feel necessary.

»  ACTIVATE Your FREE Experian JdentilyWorls Produet NOW In Three Ensy Steps. 1o help protect your identity,
we are offering you & complimentary <<CM Length>> month membership lo Bxperian’s IdentityWorks product, This
praduct helps detect possible future misuse of your personal information and provides you with superior identity protection
support focused on immediate identification and resolution of identity thefl. Llemily\%rks Alert is completely free to you
and enrolling in this program will nol hurt your credit score,

[, ENSURE You Enrell By; <<Enrollment Dendline>> (Your code will not work aftex this dafe.)
2. VISIT the Experian IlentityWorks webslte to envoll; hlips:/Avww.experianidwvorks.com/3beredig

3. PROVIDEI Your Activation Cnde:_

If you have queslions about the Identity Works or nced an allemative fo envoliing online, please call 877-288-8057 and provide
engrgement nulubcrm/\ eredit eard is not required for enrollment, Once your IdentityWorks
membership is netivated, you will receive the fotlowing fentures:

+  Experian Credit Report nt Signup: Sce whal information is associated with your credit file. Daily credit reporits are
available for online membets only,'

*  Credit Monltorlng: Actively monitors Experlan file for lndicetors of fraud.

¢+ ldentity Restoration: Rostoration Agents arc immediately available to help addvess credit/non-credit related frand.

¢ $1 Million Identity Theft Insurance:* Provites coverage for certain costs and unauthorized electronic fund transfexs,

You must actlvate your membershdp by the Enrolluent Dale (noted above) by ewvolling at

dhwwyyexperi ’ elit ov calling 877-288-8057 to register your netivation code above In order for this
service to be activated. Once your enrollment in IdentityWorks is complete, carefully review your credit seport for inaccurate
or suspicious items, If you have any questions aboul IdentityWorks, need help understanding something on your credit report, or
suspect that an item on your credit report may be fraudulont, please contact Bxperian’s customer team at 877-288-8057.

Additional Steps You May Wish to Tnlke;

» REMAIN VIGILANT: REVIEW YOUR ACCOUNT STATEMENTS & REPORT FRAUD. CHANGE
PASSWORDS AND SECURITY VERIFICATION QUESTIONS & ANSWERS. Carcfully review I'lzour credil reports,
debit/credit card, insurance policy, bank account and olher account statemenls. Activate alerts on yow bank accounts to notify
you of susplcious activity, changing passwords/security verifications as needed — particularly if the same password is used over
multiple online accounts. If your medical information was involved, it is also advisable to review the billing statemenis you
receive from your heallhcare providers. ReEorl suspicious or frandulent charges to your insurance slatements, provider billing
statements, credit report, credit card or bank accounts to your Insurance company, bank/credit card vendor, healthcare provider
and law enforcement, including FTC and/or your State Attorney General,

» ORDERYOURTREE ANNUAL CREDIT REPORTS. Visil www.gunualexedifreport.com or eal 877-322-8228 to obtain
one fiee copy of your credit report annually, Periodically review a copy of your eredit report for discrepancies and identify any

accounts yon did not open or inquiries you did not authorize.

» FREEZE YOUR CREDIT FILE. You have a right to place a ‘seourity freezo’ on your credit report, which wiil prohibit
a consuner reporting agency fioin releasing information in your credil report without your express authorization. The security
freeze is designed to prevent credit, loans, and services from being n?proved in your name without your consent. However,

ou should be aware that using a secuvity ficeze to take control over who gets access to the personal and financial inforination
in your credit report may delay, inlerfere with, or prohibit the timely approval of eny subsequent request or application you
make regarding a new Joan, credit, mortgage, or any other accounnt involving the extension of credit. Nole that a security freoze

cnerally does not apply to existing sccount relationships and when a co;:e( of yout report is requested by yous exisling creditor or
its agents or affiliates for ceriain types of account roview, collection, fraud control or similar activitics, There is no charge to place
or lift a security freeze. To place n security frecze on your eredit report, contact each of the 3 major consumer reporting agencles -

Equifax Experian TransUnion

P.0. Box 105788 2.0, Box 9554 P.0. Box 2000
Aflantn, GA 30348 Allen, TX 75013 Choster, PA 19022
1-800-525-6285 1-888-397-3742 1-800-680-7289
wiwvtv.equifax.com wwv.experlan.com wivw. bransunion.com

) Olfling members will be eligible to call for additional reports quarierly after enrolling.

2 The Identity Thefl Insurance is underrilten and administercd by American Bankers Insurance Company of Florida, an Assurani company.
Plense refer to the actual policies for terms, conditions, and exclusions of coverage, Covernge may hot be available in all jurisdictions.
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"To request a freeze, you will need to provide the following:

Your full name (including middte initial as well as Jr,, Sr., I, 1iI, etc.), Soclal Security Number, nnd Date of birth; and
If you have moved in the past five (5) years, the addresses where you have lived over the prior five years;

Proof of current address such as a current utility bill or telephone blil;

A It;gible photocopy of a government igsued identification cavd (state driver’s license or ID card, military identification,
efe.

1f you are a victim of identity thef!, include a copy of either the pelice repot, investigalive report, or complaint to a law
enforcement agency concerning identity theft.

If you reﬂu&ct a security freeze via toll-free telcphone or other secute electronic menns, the credll reporting agencies have |
business day after receiving the request to place the freeze. In the case of a request made by mail, the bureaus have 3 business
days after receiving yowr request (o place a security fieeze on your credit xeport. The credit bureaus must also sond written
confirmation to you within 5 business days and provide you with a unique pexsonal identification number (PIN) or password, or
both that can be used by you to authorjze the removal or lifting of the security freeze. To lift the secuvlly freezo to allow a specific
entity or individual sccess to your credit report, you must call or send a wrilten request to the credit reporting agencies by mail
and include proper identification (name, address, and social security munbey) and the PIN number or password provided to yon
when you placed the security freeze as well as the identitles of those entitles or individuals you would like to seceive your credit
veporl or the specific period of time you want the credit report available. ‘The credit reporting agencies have 3 business days after
receiving a request to lift the security fieeze for those identified entities or for the specified period of time. To remove the security
freeze, you snust send a written request to each of the three credit bureaus by mail and include proper identification (naime,
addvess, and social security number) and the PIN number or password provided (o you when you placed the security freeze. The
credit burerus have 3 business days aller receiving the request to remove the frecze,

» PLACE FRAUD ALERTS ON YOUR CREDIT TILE. As an altemative to a security freeze, you have the right to
place an initial or extended fiaud alert on your credit fils rt no cost, An initial fraud alert {s a 1-year alert that is placed on a
consumer’s credit file, Ug)on secing a fraud alert display on a consumer’s credit file, a business is required to take steps to verify
the consumer’s identity before extending new credil, If you are a victim of identily theft, you are entitled to an extended fraud
alest, which is an alert lasting 7 years, Contact the credii reporting agencies listed above to activate an alert.

» OBTAIN INFORMATION ABOUT PREVENTING IDENTITY THEFT FROM ETC, You can further educate yowsslf
regarding idenli? theft, fvand alerts, security freezes, and the steps you can mk::‘l)rolect yowrself, by cantacting the consumer reporting
ngencies or the ederal Trade Commission, Go to hitp:/iwwaw,experian,converedit-advice/topic-fraud-and-identity-theft.litinl. Fecieral
Trade Comnission also provides information at www.ﬂc.g(;w/idt eft, FTC hotline is 877-438-4338; TTY; 1-866-653-426] or write to
FTC, 600 Pennsylvania Ave., NW, Washington, D.C. 20580,

» TFILE YOUR TAXES QUICKLY AND SUBMIT IRS FORM 14039. If you believe you are at risk for taxpayer refund fraud,
the TRS suggests you file your income laxes 1uickl . Additionally, if you are an actual or'll;oienlinl victim of identity theft, the IRS
suggests you give (hem notice by submitting IRS Fonn 14039 (Jdentity Theft Affidavit). This form will allow the IRS to flag your
taxpayer account to alest them of any suspicious activity. Form 14039 may be found at hitps:/wwnw.its.gov/publivs-pdf/f14039.pdt.

» FAIR CREDIT REPORTING ACT: You also have rights under the federal Fair Credit RopoﬂiniAcl, which promotes
the accuracy, fairness, and privacy of information in the files of consumer reporting agencies. The FTC has published a list of
the primary tights created by the FCRA (llups:llwmv.oonsum:ﬁc.gov/arlicleslpdf-OO%-fair-oredil-reponing—nct.pd?, und [hat
article refers individuals seeking more information to vislt www.fte.govicredit. The FTC's list includes the following FCRA
rights: (1) To receive a copy of your credit report, which must contain all the information in your file at the time of your request;
(2% To receive a fiee copy of your credit report, at your request, once every 12 months from ench of the nationwicle credit reporting
companies — Bquifax, ﬂy;(perian, and TvangUnion; (3) To receive & free credit report if a company takes adverse action ngainst
you fe.g. denying your application for credit, insurance, or employment), and you ask for your report within 60 days of veceiving
notice of the action, The notice will give you the name, address, and phone number of the credit reporting company. You are also
entitled to one fiee report a year if you're unemployed and plan to look for a job within 60 days; if you are on welfare; or if yous
report is inaccurate because of fraud, including identity thefl; (4) To ask for a credit score; (5) To dispute incomplete or inaccurate
information; (6) To oblain corrections to your report or delete inaccurate, incomplete, or unverifiable information; (7) Consumer
reporting agencies may not report outdated negative information; (8) To restrict access to your file and to require consent from

ou for reports lo be provided to an emglo el; (9) To limit "prescreened" offers of credit aud insurance you receive based on
ﬁ\fommﬁon in your credit report; aud (10} To seck damages from violators. Note - Idontity theft victims and active duty military

persotinel have additional rights.

» OBTAIN INFORMATION ABOUT PREVENTING IDENTITY THEEKT FROM YOUR STATE ATTORNEY
GENERAL.

«  Marpland: You may contact and obtain information from yonr state attorney general at: Maryland Attorney General's
Office, 200 St. Paul Place. Baltinore, MD 21202, 1-410-528-8662; www.cag.statend.ius Consunmer Hotline
1-410-528-8662, or consumer@oag.state.nd.us.

« Connectleut: You may conlact and oblain information from your stafe altorney general ar: Connecticut Altorney
General’s Office, 165 Capitol Ave, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag

* ® o
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District of Columbia: You may contact and obtain information fiom yeur auome}; Cgeneml af: Office of the
Attorney General for the Distitel of Columbia, 400 6th Streel, NV, Hashiugton, 20001, 1-202-727-3400,
databreach@dec.gov, wiww.cag.de.gov.
Massachuselts: Under Massachusetts law, you have the right io file and obiain a copy of a police report. You aiso
have the right to request a security fieeze, as described above. You may comtact and obtaln information fiom your
stale atforney general at: Qffice of the Massachusetls Alloyney General, One Ashburton Piace, Doston, MA 02108,
1-617-727-8400, wmmnass.gov/ago/conMc!-us. hod
New York: You may contact and obtain information from these staie agencies: New York Depariment of State Division
?f Consumer Profection, One Commerce Plaza, 99 Washington Ave., Albany, NY 12231-0001, 518-474-8583 /
~-800-697-1220, hipp:/hwww.dos.mpgoviconsumerprotection; and New York State Office of the Attorney General, The
Capliol, Albany, NY [2224-0341, 1-800-771-7753, hips:fag.ny.gov
North Carolina: You may contact and obtain information from your state attorney geneval at: Novth Cenolina Altorney
Generals Office, Consunmer Protectlon Division, 9001 Mail Service Center; ){ascigh. NC 27699, 1-919-716-6000/
1-877-566-7226, wyw.nedoj.gov
Rhode Island: Under Rhade Island law, pou have the right fo file and obiain « copy of a police report. You also
have the right to request a security freeze, as described above, You may contact and obtain information from yorr
state attorney general at: Rhode Istand Attorney Generals Office, 150 South Main Streel, Providence, RI 02903,
1-401-274-4400, wynw.riag.ri.gov. (Approximately <<Rl Count>> Rhode Island residents were hpacted by this

fnefdent.}
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On behalf of 18! Franklin Financial Corporation ("1FFC"), | am wrlting to notify you of a recent incident that may
have involved some of your personal information.

What happened and what have we done In response? On or about November 17, 2022, we sustained a
security incident, causing disruption to our information technology network. We immediately invesligated and
aggressively responded to this event. Passwords were changed, and the unaulhorized access was blocked.
QOutside fechnical experts were also engaged to further investigate and evaluate the nature and scope of the
incident.

What Information was involved? Preliminary findings from the investigation indicate that during the incident an
unauthorized third party may have accessed and/or exfiltrated some data from 1FFC's IT environment. In
response, we conducted a review of the data (which involved a combination of automated and eyes-on
examination of the impacted files) to identify individuals whose personal information may have been involved.
Through this review, we determined that some personal information in our files may have been impacted.

On January 10, 2022, 1FFC began issuing notices to potentiafly affected individuals based on the information
available at that time. As our investigation continued, we identifled additional potentially-impacted files that may
have contained your first and last names, social security number, bank account number and routing information If
you provided that information to 1FFC for ACH transfers or via a check, and potentially information contained in a
credit report for you. The exact data elements that were impacted by the event varied by individual. We do not
have any evidence that anyone has actually misused your information but are notifylng you out of an
abundance of caution.

What can you do? We recommend you take precautions, and we are offering you 12 monihs of free credit
monitoring and $1 million in identity theft insurance through Experian. You must activate the Experlan product
by the activation date for it to be effective. The activation instructions are included with this notification.
We also have enclosed some additiona! steps that you can take to protect yourself, as you deem appropriate.

For more Informatlon about this Iincident, please call (866) 982-6335 Monday through Friday, from 9:00 am
-6:00 pm (excluding major U.S. halidays). We take information privacy and security Issues very seriously and are
continuing to take steps to enhance our security measures to help reduce the risk of something like this happening
in the future. We are fully committed to protecting your personal information and sincerely apologize for any
concern this incident may have caused.

Sincerely,

~Gougor—dossing-

Ginger Herring
President & CEO

18t Franklin Financlal Corporation FFC-ADT-LTRS
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Steps You Can Take:
Below Is information on steps you can take to protect yourself, If you feel necessary.

» ACTIVATE Your FREE Experian IdentityWorks Product NOW in Three Easy Steps. To help protect
your identity, we are offering you a complimentary 12 month membership to Experian's |dentityWorks
product. This product helps delect possible future misuse of your personal information and provides you with
superior identity protection support focused on immediate identification and resolution of identity theft.
IdentityWorks Alert is completely free to you and enrolling in this program will not hurt your credit score.

1. ENSURE You Enroll By: 05/06/2023 (Your code will not work after this date.)
2. VISIT the Experian ldentityWorks website to enroll; hitps://www.experianidworks.com/3bcredit
3. PROVIDE Your Activation Code: _

If you have questions about the ldentityWorks or need an alternative to enrolling online, please call
800-459-4631 and provide engagement . A credit card is not required for enrollment. Once your
IdentityWorks membership is activated, you will receive the following features:

« Experian Credit Report at Signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.

« Credit Monitoring: Actively monitors Experian file for indicators of fraud.

* Identity Restoration: Restoration Agents are immediately available to help address credit/nan-credit
related fraud.

* $1 Milllon Identity Theft Insurance2: Provides coverage for certain costs and unauthorized electronic
fund transfers.

You must activate your membership by the Enrollment Date (noted above) by enrolling at
https:fiwww.experianidworks.com/3bcredit or calling 800-459-4631 to register your activation code
above In order for this service to be activated. Once your enrollment in IdentityWorks is camplete,
carefully review your credit report for inaccurate or suspicious items. if you have any questions about
IdentityWorks, need help understanding something on your credit report, or suspect that an item on your credit
report may be fraudulent, please contact Experian’s customer team at 800-459-4631.

Additional Steps You May Wish to Take:

» REMAIN VIGILANT: REVIEW YOUR ACCOUNT STATEMENTS & REPORT FRAUD. CHANGE
PASSWORDS AND SECURITY VERIFICATION QUESTIONS & ANSWERS. Carefully review your credit
reporls, debit/credit card, insurance policy, bank account and other account statements. Activate alerts on
your bank accounts to notify you of suspicious activity, changing passwords/security verifications as needed —
particularly if same password is used over mulliple online accounts. If your medical information was involved,
it is also advisable to review the billing statements you receive from your healthcare providers. Report
suspicious or fraudulent charges to your insurance statements, provider billing statements, credit report, credit
card or bank accounts to your insurance company, bank/credit card vendor, healthcare provider and law
enforcement, including FTC and/or your State Attorney General.

ORDER YOUR FREE ANNUAL CREDIT REPORTS. Visit www.annualcreditreport.com or call 877-322-8228
{o obtain one free copy of your credit report annually. Periodically review a copy of your credit report for
discrepancies and identify any accounts you did not open or inquiries you did not authorize.

0ffline members will be eligible to call for additional reports quarterly after enrolling.

2The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an
Assurant company. Please refer to the actual policies for tarms, conditions, and exclusions of coverage. Coverage may not be
available in all jurisdictions.



» FREEZE YOUR CREDIT FILE. You have a right to place a 'securily freeze’ on your credit report, which will
prohibit a consumer reporling agency from releasing information in your credit report without your express
authorization. The security freeze is designed to prevent credit, loans, and services from being approved in your
name without your consent. However, you should be aware that using a security freeze to take conirol over who
gets access to the personal and financial information in your credit report may delay, Interfere with, or prohibit the
timely approval of any subsequent request or application you make regarding a new loan, credit, mortgage, or any
other account involving the extension of credit. Note that a security freeze generally does not apply to existing
account relationships and when a copy of your report Is requested by your existing creditor or its agents or
affiliates for certain types of account review, collection, fraud control or similar activities. There is no charge to
place or lift a security freeze. To place a securily freeze on your credit report, contact each of the 3 major
consumer reporting agencies -

3 MAJOR CREDIT BUREAUS / CONSUMER REPORTING AGENCIES

Equifax Experian TransUnion

P.O. Box 105788 P.0. Box 9554 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022
1-800-525-6285 1-888-397-3742 1-800-680-7289
www.equifax.com www.experian.comm www.transunion.com

To request a fresze, you will need to provide the following:

- Your full name (including middle initial as well as Jr., Sr., Il Il}, etc.}), Social Security Number, and Date
of birth; and

- If you have moved in the past five (5) years, the addresses where you have lived over the prior five
years;

- Proof of current address such as a current utility bill or tetephone bill;

* A legible photocopy of a government issued identification card (state driver's license or D card, military
identification, etc.)

- If you are a victim of identity theft, include a copy of sither the police report, investigative report, or
comptaint to a law enforcement agency concerning identity theft.

If you request a security freeze via toll-free telephone or other secure electronic means, the credit reporting
agencies have 1 business day after receiving the request to place the freeze. In the case of a request made by
mail, the bureaus have 3 business days after receiving your request to place a security freeze on your credit
repori. The credit bureaus must also send written confirmation to you within 5 business days and provide you with
a unique personal Identification number (PIN) or password, or both that can be used by you to authorize the
remaval or lifting of the securily freeze. To lift the securily freeze to allow a specific entity or Individual access to
your credit report, you must call or send a written request to the credit reporting agencles by mail and include
proper identification {(name, address, and social security number) and the PIN number or password provided to you
when you placed the securily freeze as well as the identities of those entities or individuals you would like 1o
receive your credit report or the specific period of time you want the credit report available. The credit reporting
agencies have 3 business days afier recelving a request to lift the security freeze for those identified enlities or for
the specified period of time. To remove the security freeze, you must send a written request 1o each of the three
credit bureaus by mail and include proper identification (name, address, and social security number} and the PIN
number or password provided to you when you placed the security freeze. The credit bureaus have 3 business
days after recelving the request to remove the freeze.

» PLACE FRAUD ALERTS ON YOUR CREDIT FILE. As an alternative to a security freeze, you have the right to
place an initial or extended fraud alert on your credit file at no cost. An initial fraud alert is a 1-year alert that is
placed on a consumer's credit file. Upon seeing a fraud alert display an a consumer's credit fite, a business is
required to take steps to verify the consumer’s Identily before extending new credit. If you are a victim of identity
theft, you are entitled fo an extended fraud alert, which Is an alert lasting 7 years. Contact the credit reporting
agencies listed above to activate an aler.

> OBTAIN INFORMATION ABOUT PREVENTING IDENTITY THEFT FROM FTC. You can further educate
yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take to protect yourself, by
conacting the consumer reporting agencies or the Federal Trade Commisslon. Go fo
hitp://'www.experian.com/credit-advice/topic-fraud-and-identity-theft.btml. Federal Trade Commission also
provides information at www.fic.gov/idtheft FTC hotiine is 877-438-4338; TTY: 1-866-653-4261 or write to FTC,

600 Pennsylvania Ave., NW, Washingion, D.C. 20580.



> FILE YOUR TAXES QUICKLY AND SUBMIT IRS FORM 14039. If you believe you are at risk for taxpayer
refund fraud, the IRS suggests you file your income taxes quickly. Additionally, if you are an actual or potential
victim of identity theft, the IRS suggests you give them notice by submitting IRS Form 14039 (ldentity Theft
Affidavit). This form will allow the IRS to flag your taxpayer account to alert them of any suspicious activity. Form
140338 may be found at https://www.irs.gov/pubfirs-pdf/f14039.pdf.

» FAIR CREDIT REPORTING ACT: You also have rights under the federal Fair Credit Reporting Act, which
promotes the accuracy, falrness, and privacy of information in the files of consumer reporting agencies. The FTC
has published a list of the primary righis created by the FCRA
{https://www.consumer.fic.gov/arlicles/pdf-0096-fair-credit-reporting-act.pdf), and that article refers individuals
seeking more information to visit www.ftc.gov/credit. The FTC's list includes the following FCRA rights: (1) To
receive a copy of your credit repori, which must contain all the information in your file at the time of your request;
{2) To recelve a free copy of your credit report, at your request, once every 12 months from each of the nationwide
credit reporting companies — Equifax, Experian, and TransUnion; (3) To receive a free credit report if a company
takes adverse action against you (e.g. denying your application for credit, insurance, or employment), and you ask
for your report within 80 days of receiving nolice of the action. The notice will give you the name, address, and
phone number of the credit reporting company. You are also entitled 10 one free report a year if you're unemployed
and plan to look for a job within 60 days; if you are on welfare; or if your report is inaccurate because of fraud,
including identity heft; (4) To ask for a credit score; (5) To dispute incomplete or inaccurate information; (6) To
obtain corrections to your report or delete inaccurate, incomplete, or unverifiable information; (7) Consumer
reporting agencies may not report outdated negative information; (8) To restrict access 1o your file and to require
consent from you for reports to be provided o employer; (9) To limit "prescreened" offers of credit and insurance
you receive based on information in your credit report; and (10) To seek damages from violators. Note - Identity
theft victims and active duty military personnel have additional rights.

» OBTAIN INFORMATION ABOUT PREVENTING IDENTITY THEFT FROM YOUR STATE
ATTORNEY GENERAL.

o Maryland: You may confact and obtain information from your state attorney general
at: Maryland Attorney General's Office, 200 St Paul Place, Baltimore, MD 21202,
1-410-528-8662; www.oag.state.md.us Consumer Holline 1-410-528-8662, or
consumer@oag.state.md.us.

o Connecticut: You may contact and obtaln information from your state atlorney general
at: Connecticut  Attorney  General's  Office, 165  Capitol  Ave, Hartford, cTr
06106, 1-860-808-5318, www.ct.gov/ag

o District of Columbia: You may contact and oblain information from your attorney general at:
Office of the Attorney General for the District of Columbia, 400 6th Street, NW, Washington, DC
20001, 1-202-727-3400, databreach@dc.gov, www.oag.dc.gov.

» Massachusetts: Under Massachusetts law, you have the right to file and obtain a copy of a
police report. You also have the right {o request a security freeze, as described above. You
may contact and obtain information from your state attorney general at: Office of the
Massachusetts Attorney General, One Ashburton Place, Boston, MA 02108, 1-617-727-8400,
www.rmass.gov/ago/contact-us.htmi

e New York: You may confact and obtain information from these state agencies: New York
Department of State Division of Consumer Protection, One Commerce Plaza, 99 Washingion
Ave., Albany, NY 12231-0001, 518-474-8583 / 1-800-697 1220,
http:.//www.dos.ny.gov/consumerprotection; and New York State Office of the Attorney
General, The Capital, Albany, NY 12224-0341, 1-800-771-7755, htips://ag.ny.gov

e North Carolina: You may contact and obtain information from your state attorney general
at: North Carolina Atforney General’s Office, Consumer Frotection Division, 9001 Mail Service
Center, Raleigh, NC 27699, 1-819-716-6000/ 1-877-566-7226, www.ncdoj.gov

* Rhode Island: Under Rhode Island law, you have the right to file and obtain a copy of a police
report. You aiso have the right to request a securily freeze, as described above. You may
contact and obtain information from your state alforney general at: Rhode Island Atforney
General’s Office, 150 South Main Street, Providence, R! 02903, 1-401-274-4400,
www.riag.ri.gov. (Approximately 22 Rhode isiand residents were impacted by this incident.)






