AMERICAN

ANESTHESIOLOGY

[INSERT DATE]

[INSERT NAME]
[INSERT ADDRESS]

Re:  Notification to American Anesthesiology Patients of Business Associate
Data Security Event

Dear [NAME],

American Anesthesiology, Inc. and its affiliated anesthesia practices (“American Anesthesiology”) are notifying
their patients of a security event at one of their service providers that may have impacted patients’ personal
information.

MEDNAX Services, Inc., a service provider and business associate of American Anesthesiology (the “business
associate”), has reported to American Anesthesiology that patients’ personal information was stored within email
accounts that were accessed by an unauthorized party following a phishing event.

American Anesthesiology is not aware of any actual or attempted misuse of personal information as a result of
this event. However, we take patient privacy very seriously, and want to make sure you are aware of the facts
surrounding this event so that you can take the appropriate precautions you feel are needed to protect your personal
information. We have enclosed information on several identity protection resources, including a complimentary
subscription to credit monitoring.

What Happened?

On July 16, 2020, American Anesthesiology was notified that an unauthorized party had gained access to several
email accounts on our business associate’s Microsoft Office 365 hosted email system (“0365 System’) between
June 17, 2020 and June 22, 2020 through phishing. “Phishing” occurs when an email is sent that looks like it is
from a trustworthy source, but it is not. The phishing email prompts the recipient to share or give access to certain
information to an unauthorized party.

Based on the investigation that our business associate performed, and ultimately completed in November 2020,
your personal information was stored within one or more of these email accounts. We cannot tell from available
forensic evidence if these files were actually viewed by the unauthorized party. The unauthorized actions we are
able to see in these email accounts all appear to be in furtherance of unsuccessful payroll fraud attempts. Efforts
to change the bank details for employee pay were not successful.

What Information Was Available?

Qur business associate has reported that personal information may have included: (1) patient contact information
(such as patient name, guarantor name, address, email address, and date of birth); (2) state identification number
and/or social security number; (3) health insurance information (payor name, payor contract dates, policy
information including type and deductible amount and subscriber/Medicare/Medicaid number); (4) medical and/or









4, Monitor Your Account Statements. We encourage you to carefully monitor your financial account statements,
medical provider statements, and insurance statements for fraudulent activity and report anything suspicious to
the respective institution or provider.

5. You can obtain additional information about the steps you can take to avoid identity theft and more
information about fraud alerts and security freezes from the Federal Trade Commission (FTC). You may contact
the FTC, Consumer Response Center at: 600 Pennsylvania Avenue NW, Washington, DC 20580,
www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338), TDD: 1-202-326-2502.
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District of Columbia Residents: You can obtain additional information about identity theft prevention and
protection from the Attorney General for the District of Columbia, 400 6 Street NW, Washington, D.C. 20001,
(202) 727-3400, https://oag.dc.gov.

Maryland Residents: You can obtain additional information about identity theft prevention and protection from
the Maryland Attorney General, Identity Theft Unit at: 200 St. Paul Place, 25" Floor, Baltimore, MD 21202, 1-
888-743-0023 or (410) 576-6491, https://www.marylandattorneygeneral.gov.

Massachusetts Residents: You have a right to file a police report and obtain a copy of your records. You can
obtain additional information about identity theft prevention and protection from the Office of Consumer Affairs
and Business Regulation, 501 Boylston Street, Suite 5100, Boston, MA 02116, (617) 973-8787,
https://www.mass.gov/service-details/identity-theft.

New York Residents: You can obtain additional information about identity theft prevention and protection from
the New York State Attorney General, The Capitol, State Street and Washington Avenue, Albany, NY 12224-
0341, 1-800-771-7755, https://ag.ny.gov/.

North Carolina Residents: You can obtain additional information about preventing identity theft from the North
Carolina Office of the Attorney General, Consumer Protection Division at: 9001 Mail Service Center, Raleigh,
NC 27699-9001, (877) 566-7226 (toll-free within North Carolina) or (919) 716-6000, https:/ncdoj.gov/.




DETAILS REGARDING YOUR EXPERIAN IDENTITYWORKS MEMBERSHIP

American Anesthesiology, Inc. is offering you a one-year, complimentary membership for [dentityWorksS™, a
product offered by Experian®, to help with detection and resolution of identity theft. To activate your membership
and start monitoring your personal information, please follow the steps below:

e Ensure that you enroll by: <<insert>> (Your code will not work after this date.)
e Visit the Experian [dentityWorks website to enroll: htips://www.experianidworks.com/3bcredit

e Provide your activation code: (| NN

If you have questions about the product, need assistance with identity restoration, or would like an alternative to
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at 877.288.8057 by
<<insert>>. Be prepared to provide engagement number MMl 2s proof of eligibility for the identity
restoration services by Experian.

A credit card is not required for enrollment in Experian Identity Works.

You can contact Experian immediately regarding any fraud issues, and have access to the following features once
you enroll in Experian IdentityWorks:

= [Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only.*

® Credit Monitoring: Actively monitors Experian, Equifax, and Transunion files for indicators of fraud.

» Identity Restoration: Identity Restoration specialists are immediately available to help you address
credit and non-credit related fraud.

= Experian IdentityWorks Extend CARE™: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.

® Up to §1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized
electronic fund transfers.

If you believe there was fraudulent use of your information and would like to discuss how you may be able to
resolve those issues, please reach out to an Experian agent at 877.288.8057. If, after discussing your situation
with an agent, it is determined that [dentity Restoration support is needed, then an Experian Identity Restoration
agent is available to work with you to investigate and resolve each incident of fraud that occurred (including, as
appropriate, helping you with contacting credit grantors to dispute charges and close accounts; assisting you in
placing a freeze on your credit file with the three major credit bureaus; and assisting you with contacting
government agencies to help restore your identity to its proper condition).

Please note that this Identity Restoration support is available to you for one year from the date of this letter and
does not require any action on your part at this time. The Terms and Conditions for this offer are located at
www.Experian]DWorks.com/restoration. You will also find self-help tips and information about identity
protection at this site.

* Offline members will be eligible to call for additional reports quarterly afier enrolling.

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an
Assurant company. Please refer to the actuai policies for terms, conditions, and exclusions of coverage. Coverage may not
be available in all jurisdictions.





