“m, GEORGIA
SOUTHERN

. IVERSITY

<<Date>> (Format: Month Day, Year)
<<firsi_name>> <<middie_name>> <<las!_name>> <<suffix>>
<<address_1>>
<<address_2>>
<<gity>>, <<state_province>> <<postal code>>
<<cauntry >>

Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>,

At Geargia Southern University, we understand the importance of protecting and securing the personal information we
maintain. We are writing to notify you of a security incident experienced by one of our vendors, Blackbaud. This notice
explains the incident, measures we and Blackbaud have taken, and some steps you can take in response.

Blackbaud is a cloud-based software company that provides services to thousands of schocls, hospitals, and other non-
profits. On July 16, 2020, Blackbaud nctified us that it had discovered an attempted ransomware attack on Blackbaud'’s
network in May 2020. Blackbaud reported that it conducted an investigation, determined that backup files containing
information from its clients had been taken from its network, and an attempt was made to encrypt files to convince
Blackbaud to pay a ransom. Blackbaud paid a ransom and obtained confirmation that the files removed from its systems
had been destroyed. The time period of unauthorized access was between February 7 to May 20, 2020. Blackbaud
reported that it has been working with law enforcement.

Upon learning of the incident from Blackbaud, we conducted our own investigation of the Blackbaud services we use
and the information provided by Blackbaud to determine what information was involved in the incident. On September
8, 2020, we determined that the backup files contained certain information pertaining to you. The backup file involved
in the Blackbaud incident contained your name, Social Security number, and donor profile in fields that may have been
viewable to the unauthorized person.

Blackbaud has assured us that the backup fite has been destroyed by the unauthorized individual and there is no reason
to believe any data was or will be disseminated, misused or otherwise made available publicly. Blackbaud informed us
that they identified and fixed the vulnerability associated with this incident, implemented several changes that will better
protect your data from any subsequent incidents, and are undertaking additional efforts to harden their environment
through enhancements to access management, network segmentation, and deployment of additional endpoint and
network-based platforms. In response to this incident, Georgia Southern University is removing all Social Security
numbers from the Blackbaud database. The University is also taking additional steps with Blackbaud to better ensure
that any sensitive or personal information is encrypted.

Even though we have no evidence that your personal information has been misused, we wanted to let you know this
happened and assure you we take it very seriously. We encourage you to remain vigilant by reviewing your account
statements and credit reports for any unauthorized activity, as well reviewing the additional information provided in
the following pages. As an added precaution, we have also secured the services of Kroll to provide identity monitoring
services at no cost to you for one year. Your identity monitoring services include Credit Monitoring, Fraud Consultation,
and ldentity Theft Restoration. For more information on your services and complimentary one-year membership, please
see the additional information provided in this letter.

Visit https:/fenroll.idheadquarters.com to activate and take advantage of your identity monitoring services.
You have until January 13, 2021 fo activafe your identity monitoring services.
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Your confidence and trust are important to us, and we regret any inconvenience or concern this incident may cause.

Should you have any further questions or concerns regarding this matter, please call 1-866-461-1556, Monday through
Friday from 8:00 A.M. through 5:30 P.M. Central Time.

Sincerely,

N -

Trip C. Addison
Vice President for University Advancement











