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NOTICE OF DATA BREACH

o SN

We are writing to notify you ebout a data privacy incident involving Retrieval-Masters Creditors Bureau, Inc. (d/b/a American
Medical Collection Agency) (the “company™). You are receiving this letier because we processed certain of your data in connection with a
debt coliection. This letter is not for collection of & debt,

What Happened?

On March 20, 2019, the compeny received notice of & possible aecurity compromise of our web payments pags from eo
independent third-party compliance finm thet works with credit card companies. We have recently leamned, afier ap extamal forensics
review, that an unmuthorized user had access 10 our system between August 1, 2018 and March 30, 2019, and cannat rule out the possibility
that the personal information on our system wes at risk during the ateck,

What laformation Wes Involved?

The information on our system that was compromised may have included your: first and last name, credit cand number used in
connection with paying a debt identified by us, name of lab or medical service provider, date of medical service, raferring doctor, certain
other medical information, but not test results,

What We Are Dolop?

Upon ceceiving the March 20 notice described above, we took down aur web payments pego on March 22, 2019, and migrated it to
a third party vendor, and retained & computer security consulting firm to advise on, and {implement, steps % increase our gystema’ security.
We have also advised law enforcement of this Incident.

We have also amm&ed to provide you with 24 months of cumglimcntnry credit monitoring and identity thefl mitigation services,
You have until Scptember 30, 2019 to activate this complimentary product. To sctivale this service or 1o understand what 13 provided,

lease po to wwow = ervi ax.cani/sliver and enter the following Activation Code (code: here indicated, and
ollow the carollment alrccEﬁeo“nza.Egn_'“““U_ﬁcc cnrollcd, please click fheq‘bgﬁ%dy Product” hunog ] um%am::s.
What You Can Do.

Monltoring. Given the neture of the informstion potentislly exposed, as a precautionary measure, we recommend thet you remain
vigilant for fraud and identity theft by revicwing and monitoring your account stascments end credit reports closely. If you detect any
suspicious ectivity on &n account, you should promptly notify the financial institution or company with which the aceount {s maintained,
You are siso entitled 10 8 frce credit report every tweive months from each of the agencies listed below by visiting
www.annualereditreport.com/tequestReportlandingPage. action or calling the following toll frec number: 1-877-322-8228, A printable,
mailed version of the request form ia available here:
hitps:/Avww.consumer. fic. gov/filea/articles/pdf/pdf-0093 -annual-report-request-form_pdf. Or, you can elect to purchase a copy of your
credit report by contacting one of the three natiomal credit reparting agencies. Conlact information for the three national credit reporting
agencies is provided below:



Equlfaz i Experian TransUnion

Baquifax Information Services LLC P.O. Box 4500 Fraud Viotim Assistance Division
P.O. Box 740241 Allen, TX 75013 P.0. Box 2000
Atlants, GA 30374 1-888-397.3742 . Chester, PA 15016
1-800-685-11¢1 www.experien.com/help 1-800-916-8800
Lowwa ey fan e penson| eredit-reort-services | L www.tmnsunion.com/credit-hel

Ideatity Theft. Contact informstion for the Federal Trade Commission (“FTC")} is included in this letter. If you believe you are the
victim of identity theft or have reason to believe your pemonal information has been misused, you should immediately contact the FTC, the
Attomey General's office in your state and/or local Iaw coforcement ~ they can provide information about preventing identity theft, You
elzo have the right to obtan a police report regarding this breach, You should obtain & capy of the police report in case you're asked to
provide copied to creditora to correct your records, You can contact the FTC and the threo credit reporting agencies mentioned above to
learn mare about fraud slerty and security freczes.

Federal Trade Commission, Consumer Response Center, 600 Pennaylvania Avenue, NW, Washington, DC 2058(; 1-877-IDTHEFT
(438-4338); www.ftc.gov/idthaft,

If you are a resident of Maryland, North Caroling, Iows, Oregon or Vermont, you may contact and obtuin information rogarding identity
theft from your state attorney gencral af:
* Maryland Atornsy General's Office, 200 St. Paul Place, Baltimors, MD 21202, 1-888-743-0023, www.oag.ateta.md.ug
*  North Cavolina Atforney General's Office, 9001 Mail Service Center, Raleigh, NC 27699, 1-919-716-6400 / 1-877-566-7226,
www.nedoj.gov;
*  Jowa Antornay ‘s General Qffice, Hoover State Office Building, 1305 E. Walaut Street, Des Molnes, 1A 50319, 1-515-281-5164,
www.lownantinmoeygenerl,gov
* Oregon Atorney General'’s Gffice, contact the Oregan Department of Justice, 1162 Court Street, NB, Salem, OR 97301,
1-872-877-9392, worw.doj.state,or.us;
*+  Vermont Attorney General's Office, 109 State Streot, Montpelicr, VT 05609, 1-802-828-3171, hitps://ago.vermont.gov/

Fraud Alerty, Purther, you may contact amy one of the three credit burcaus listed above (Bquifax, Experian, or TrengUnion) and
place a fraud alert on your credit report fle. A fraud nlert tells creditom that you may be the victm of identity theft, so creditors may take
extra steps to validate your identity bofore opening a new account or changing your existing accounts {for that reason, it may delay
obiaining credit). There are two types of fraud alerts you can placs on your credit report to put your creditors on notice that you may be a
viotim of fraud—en initial alert and en axtended alert. An intial fraud alort is fres and stays on your credit report for at least one year, You

may have an extended alert placed on your credit report if you have slready been a victim of identity theft with the sppropriste documentary
proof. An extended fmud alert staya on your oredit report for seven years,

Secarity Freezes, You havo the right to put & credit freeze, also known s a security frecze, on your credit file, free of charge.
Securlty freezes regtrict accesi to your credit report, making it harder for identity thieves to open new Accounts in your name, if you placc a
scourity frecze, potential creditors and other third partiea will not be able to accesa your credit repont unless you temporarily [ift the Feeze,
Therefore, using a security freeze may delay your ability to obtain credit. Unlike a fraud elort, you muat separately place & scourity freeze
on your credit file at each of the threo aredit reporting agencies (Equifax, Experian, and TransUnicn). For further information nd to place
& sccurity freezs, contaot each of the credit reporting ngencies below:

*  Equifax Security Froeze, P.0. Box 105788, Atlants, GA 30348, 1-800-685-1111 www.equifex.com/personal/credit-report-services
¢ Experian Security Freeze, P.O, Box 9554, Allen, TX 75013, 1-800-397-3742, www.cxperian.com/help
¢ TransUnion, P.O. Box 160, Woodlyn, PA 19054, 1-888-909-8872, www.tranmumion.com/credit-freeze

If you request a security frecze online or by phonc, the agency muat place the freeze within one business day. A security freeze remains in
placs until you ask the credit burcaus 1o temporarily lift it (so that a specific entity or individusl can acoess your credit report) or remove it
altogether, If you request o temporary Lift or removal of the sccurity freeze online or by phone, the agency must lift {t within one hour, If
you make your request to place, lif}, or remove the freeze by mail, the agenoy must place, lift, or romove the fresze within thres business
days ufter it gets your request,

For More Information,

We remain committed to syatems security, data privacy, and the protection of personal information, If you have any questions or
concerns, picase call 1-844-624-5583, or wrlte vs at Retrieval-Masters Creditors Buresy, Inc., 4 Westchester Plaza, Suite 110 (Ovemight
Mail), PO Box 160 (Regular Meil) Elmsford, N'Y 10523 for further informetion, including the type of personal information we maintain
and whether we have meintained information about you.

This letter s not for callection of a debt
Sincerely,

Retrieval-Masters Creditors Bureau, Inc.
American Medical Collsction Agency



