


What you can do
We encourage you to contact ID Experts with any questions and to enroll in free MylDCare services by calling

877.916.8380 or by going to https://ide.myidcare.com/healthequityprotect and using the enrcllment code
provided above. Please note the deadline to enroll is March 31, 2019. Also, please review the section of this

notice titled “Important Information: Recommendations You Can Take to Protect Your identity.” It contains
additional information about steps you can take to avoid identity theft.
For mor

HealthEquity has established a dedicated call center available at 877.916.8380 to answer questions and
provide further information regarding this incident. You can find additional information and FAQs at
https://ide.myidcare.com/healthequityprotect. The call center is open from 8 am — 8 pm Eastemn. HealthEquity
Member Services is also available 24/7 to assist you at 866.346.5800.

We sincerely apologize for this incident and are working hard to make it right.

Sincerely,

Jon Kessler
President and CEO
HealthEquity



























Health EqUity’ To enroll, please call:

877.916.8380
C/O ID Experts Or Visit:

PO Box 10444 https://ide.myidcare.com/healthequityprotect
Dublin, Ohio 43017-4044 Enrollment code:

<<First Name>> <<Last Name>>
<<Address1>> <<Address2>>
<<City>>, <<State>> <<Zip>>

November XX, 2018

Dear <<First Name>> <<Last Name>>,
NOTICE OF DATA BREACH

We are writing to inform you of a data security incident that involves your personal information. HealthEquity is
one of the nation’s largest providers of health savings accounts (HSAs) and reimbursement arrangement
services (flexible spending accounts, health reimbursement accounts, limited purpose flex spending accounts,
and dependent care reimbursement accounts, etc.). HealthEquity provides reimbursement arangement
services to employers and health plans, and your information was provided to HealthEquity in connection with
the services we provide.,

What happened
On October 5, HealthEquity's information security team identified unauthorized logins to two HealthEquity team

members’ email accounts. We immediately implemented security measures to prevent further access to the
accounts affected, and initiated an investigation to determine the nature of the incident.

On Qctober 22, 2018, HealthEquity notified your health plan or associated employer that it was investigating
this incident and its potential impact to participants' sensitive personal information. Through the investigation
we determined that your information was located in an impacted email account accessed on October 5, 2018.

What information was involved

The email account contained documents that included personal information that HealthEquity uses to manage
member accounts for legitimate business purposes. The following information about you was contained in one
of the email accounts impacted: first name, last name, social security number and employer/group name.

What we are doing
Following the discovery, HealthEquity's investigation took several steps to address the incident including:

* [mmediately preventing further unauthorized access to the email account affected

e Alerting law enforcement

o Engaging a nationally recognized third parly forensic firm to complete an independent and
comprehensive investigation into the incident
Completing a comprehensive third-party review of accessed accounts for personal information
Verifying no other HealthEquity email accounts or systems were affected
Conducting a third-party audit of HealthEquity's systems to strengthen security controls and protocols
and evaluating training and policies and procedures designed to prevent future occurrence

We are offering identity theft protection services through ID Experts®, a data breach and recovery services
expert, to provide you with MylDCare™. MylDCare services include: 5 years of credit monitoring, Cyberscan
dark web monitoring, a $1,000,000 insurance reimbursement policy, and fully managed identity theft recovery
services. With this protection, MylDCare will help you resolve issues if your identity is compromised. You will
need to reference the enrollment code provided above when calling or enrolling on the website, so please do
discard this letter."
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<<First Name>> <<Last Name>>
<<Address1>> <<Address2>>
<<City>>, <<State>> <<Zip>>

November XX, 2018

Dear <<First Name>> <<Last Name>>,
NOTICE OF DATA BREACH

We are writing to provide information about a recent data security incident at HealthEquity. On October 20,
2018, HealthEquity began receiving the results of analysis confirming that a cyberattack on HealthEquity may
have exposed sensitive personal information for certain team members and, in some cases, their dependents.
You are receiving this letter because some of your personal information was found in this analysis.

What happened
On October 5, HealthEquity’s information security team identified unauthorized logins to two HealthEquity team

members' email accounts. We immediately implemented security measures to prevent further access to the
accounts, and began analyzing all information contained in these accounts to identify any sensitive personal
information. The unauthorized access occurred, in the case of one account, on October 5, and in the case of
the other, on different occasions between September 4, 2018 and Octaber 3, 2018.

What information was involved

The email accounts contained documents that included personal information that is used by HealthEquity to
manage member accounts. The affected HealthEquity employees’ email accounts had these materials for
legitimate business purposes. The accounts contained HealthEquity employee and, in some cases, dependent
health plan enroliment Information including Social Security numbers, names, insurance member ID, date of
birth, and other sensitive personal infarmation.

While we have no evidence that any personal information has been misused, we want to provide you with tools
and resources to help protect your information.

What we are doing
Following the discovery, HealthEquity took several steps to address the incident including:

Immediately securing the accessed email accounts

Alerting law enforcement

Completing a comprehensive third-party review of accessed accounts for personal information
Verifying no other HealthEquity email accounts or systems were accessed

Conducting a third-party audit of HealthEquity’s systems to detect and prevent unauthorized logins

We are offering identity theft protection services through ID Experts®, a data breach and recovery services
expert, to provide you with MylDCare™, MylDCare services include: 5§ years of credit monitoring, Cyberscan
dark web monitoring, a $1,000,000 insurance reimbursement policy, and fully managed identity theft recovery
services. With this protection, MylDCare will help you resolve issues if your identity is compromised. You will
need to reference the enrollment code provided above when calling or enrolling on the website, so please do
ard this letter."














