@ gl&cuﬂgg @ AtriumHealth
Novembar 27, 2018

Membership Number: [N

<<MemberFirstName>> <<MemberMiddleName>> <<Memberl.astName>> <<Suffix>>
<<Addrassi>>

<<Address2>>

<<Cily>>, <<Stale>> <<ZipCode

Su informacién personal puede haber estado involucrada en un posible incidente cibemético.
Si desea recibir una varsion de esta carta en espaiiol, por favor [lame 1-833-228-5728.

Dear <<MemberFirstName:> <<MemberLastName>>,

We are writing 1o notify you of a cyber incident involving AccuDoc Solutions, Inc. {*AccuDac"), a vendor that provides
billing services for healthcare providers, inciuding Atrium Health. This incident may hava involved personal information
provided in connection with payment for health services at an Atrium Health location (formery Carolinas HealthCare
System) and at locations managed by Atrium Health, including Blue Ridge HealthCare System, Columbus Reglonal
Health Network, NHRMC Physician Group, Scotiand Physiclans Network, and St. Luke's Physician Network {collectively,
our “Mangaged Locations™),

What happenad?

On October 1, 2018, AccuDoc informed Atrium Health that AccuDoc had besen the victim of a cyber incident and that
certain databases containing billing information belonging to Atrium Health and its Managed Locations may have
been involved. Following an extensive raview of AccuDoc's systems by multiple forensic experts, it appears that an
unauthorized third party gained access to AccuDoc's databases between September 22, 2018 and September 29, 2018,

Please note that your infonmation does not appear {o have bean taken from AccuDoc's systems and, to date, we are not
aware of any misuse, We wanted, however, to let you know about the incident and provide you with additional information,

What information was involved?

Based on the review, the information involved may have included certain parsonal information about patients and
guarantors (a8 person who is responsible for paying a patient’s bill}, including your first and last name, home address,
date of birth, insurance policy information, medical record number, Social Security number, invoice number, account
balance, and dates of service.

What information was NOT involved?

This incident did not involve access to your financlal account numbers or credit or debit card numbers. Additionally,
your clinical information and medical records were not accessed, and Atrium Health’s own systems and those of our
Managed Locations were pot affectad by this incident at AccuDoc.

What did we do and what are we doing in response?

As soon as AccuDoc discovered the Incident, it immediately terminated the unauthorized access, engaged a forensic
investigator, and tock steps to secure its affected databases and enhance its security controls. AccuDoc continues to
monitor its systems for any additional related activity. Atrlum Health takes this matter very seriously and engaged its
own nationally-recognized foransic investipator to conduct an independent review of the incident. Atrium Health also
reviewed its security safeguards and remalins vigilant for similar types of incidents. Both AccuDoc and Atrium Health
have been In contact with the Federal Bureau of Investigation (FBI).
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Far more information

The enclosed Referance Guide includes additional information on general steps you can take to monitor and protect
your child's personal Information. We encourage you to remain vigilant in monitoring your child’s account statements,
bills, notices, and Insurance transactions for incidents of unauthorized activity, and to promptly report such incidents.

Questions

We sinceraly regret this incident occurred regarding AccuDoc's databases, and we apolegize for any inconvenience.
If you have questions or would like additional information, please call toll-free 1-833-228-5726, Monday through Friday
from 9:00 a.m. to 6:00 p.m. Eastern Time. You can also visit www.krollfraudsolutions.com/accudocincident for a list of
fraquently asked questions. Thank you.

Sincerely,

.
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Kenneth Perkins, General Counsel
AccuDoc Solutions, Inc.
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Alicia Bowars, Chief Privacy Officer
Atrium Health











